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Business
Applications

How LDAP Works

IT Infrastructure Services

Email servers

User accounts

Authorization

License management

The LDAP authentication process is a client-server
model of authentication, and it consists of these key
players:

*Directory System Agent (DSA): a server running the
LDAP on its network

*Directory User Agent (DUA): accesses DSAs as a client
(ex. a user’s PC)

*DN: the distinguished name, which contains a path
through the directory information tree (DIT) for LDAP
to navigate through (ex. cn=Susan, ou=users,
o=Company)

*Relative Distinguished Name (RDN): each component
in the path within.the DN (ex. cn=Susan)

*Application Programming Interface (API): lets your
product or service communicate with other products
and services without having to know how they’re
implemented
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OpenLDAP i< a free open- sogr e |mplementat| of ! Al s ’ 1 i &2 /' ; : ”
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LDAP is a platform-independent protoco}; %.yeral
common Linux distributions include OpenLEﬁAP Softvvar

LDAP support. The software also runs orﬁ BSD variants, as
as AlX, Android, HP- UX macOS, OpenVMS S(%LE?\FI"S Mlcroso
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kubuntugkubuntu-client:/$ ldapsearch -x -H ldap://192.168.178.29 -b "dc=devconnected, dc=com”
# extended LDIF

i

# LOAPY3

# base <dc=devconnected,do=comy with scope subtree

# filter: (objectclass=w)

# requesting: ALL

#

WP 4 devconnected.com
- -5X;"IE; <l N dn: dec=devconnected,do=com
exan F)|€3, he Wi } objectClass: top
4 T AT ; , ohjectClass: doibject
’ DJAY AN . \ : .
set dp oPenL‘“ T ' objectClass: organization

"N B S g D: devconnected %
N B e > ~|dc: devconnected %
R 4 3 : ’\ = e oo LS g ) R "‘; 21
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raot@ubuntu-client:"¥ Idapsearch =% - "de=devcormected de=con” -H 1dap://192.168.178.29 -D "cn=adnin, de=deveonnected, dozcon” -H .

Enter LDAP Passuard: -
# extended LOIF 3 C o A - - e e
# = mplified and leav [ LD NS Al L) Al
¥ LGRS B R I e P s o S
# base <dc=devconnected, do=coms with scope subtree = ' IS 1O W S A S :jt;;ésy '
# filter: (objectclass=e) : >

# requesting: fLL

p 2y e - 5 R N
# ; NS TNAat alr O C [ R b 3 G

# devconnected.con L 3
dn: de=devconnected, do=com o~
ohjectClass: top I
objectClass: dcobject £
objectClass: organizat i

“

0: devcannected
do: deveonnected

ST R -
’ o TRPN I TS - A






Active Directory (AD) is a database and set of services that
connect users with the network resources they need to get thelr
work done.

and who's aIIowed to do what. For example, the database miIg
list 100 user accounts with details Ilke each person’s job title,
phone number and password It WI|| also record their




Domain is a collection of users,
computers, and devices that are
part of the same Active Directory
database. If an organization has

multiple locations, they may have a
seperate domain for each one. For
example, an international
organization could have a domain
for their London office, another one
for their New York office, and a third
one for their Tokyo office. IT admins
also sometimes isolate their user
accounts into a separate forest to
Mmaximize security. These
configurations aren't rudimentary
and oftentimes require hiring
external resources to set up.

Active Directory Users and Computers

Description
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CONCLUSION




cLUSION #4

LDAP and Active Directory are often used in tandem. They share few
commonalities and should not be treated as competitive solutions. Since
Active Directory and other LDAP servers like OpenlLDAP act as centralized
identity providers, it is of utmost importance to protect them with
comprehensive safeguards like Multi-Factor Authentication (MFA).
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Use a Standardize Naming
Convention

Groups
*Department or group — You can use the full
department name or an abbreviation. It some
cases it may not be a specific department it
may be users from various departments so I'll use “Pesho Smith" as an example.
just.come up with a name for this group. The user name would be: psmith
*Resource — This should define what the | In case “psmith” is already ta ken' in-

group is being used for, it could be one word T SO her S the
or a few words (separate words with a Y A Y L
user “psmith

Users
pe The most popular option is users
first initial + last name.

hyphen) . .
*Group Prefix: When you create a group you * The next popular option is
must select a group type, | use a prefix to complete first name + last name
define what group I'm using. (use a special character to
« Domain local = L separate the name).
* GClobal = = == The user name would be:
* Universal = U pesho.smith

*Permissions — The permissions you will apply
to the resource

« R =Readonly

« RW = Read, write



Descriptions to Active
Directory Objects

Even if you are using a good namlng convention | still

like to add descriptions to QbJeCtS Obviously not all

objects, but servers, grouPs, Service aceounts, and

generic accounts.put descriptions on them.

Not only does this help me quickly identify the use of the

object it helps the whole team understand. o

Name Type Description 2 <

121 Citrix Organizational... Name Type Description

=] Security Cameras Organizational... E,, Cisco ASA Ldap User Used on Cisco ASA Firewall for LDAP

£, HelpDesk-5G Security Group... All helpdesk staff, rights to reset passwords A Rick Shoemiller User Contractor for construction project (Temp account)

%HR-Calendar-SG-R Security Group... HR read access to shared calendar
EgHR-Calendar-SG-RW Security Group... HR Full access to shared calandar




Create a lot of OUs
(containers) &
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“ Users and Computers
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*»» OU Best Practice #2: Create an
OU for Security Groups

e e 8= » OU Best Practice #3; Create an

_ Builtin

Computers
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| ForeignSecurityPrincipals
2| General - All Users




Automate Common Active
Directory Tasks

Most routine tas_ks-‘caﬁ Pejautomated to
Mmake you more efﬁcie\‘nt at your job.
Here are some common tasks that you

should
automate;

*User account creation

Account removal

Account modifications

Group Membership Management
*AD cleanup o o

*File copies, directory cleanups
*Software deployment

*Windows and 3rd party patches
*lnventory

Decommission of assets
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